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Table 1. Failure mechanisms. relevant loads. and models in electronics Z%{: PHM of Electronics(Michael Pecht CALCE)
Failure mechanisms Failure sites Relevant loads Failure models
Fatigue Die attach, wirebond/TAB, AT . Tyean. dT/d1, Nonlinear power law
solder leads, bond pads, dwell time, (Coffin—Manson)
traces. vias/PTHs. AH. AV
interfaces
Corrosion Metallizations M, AV, T Eyring (Howard)
Electromigration Metallization T.J Eyring (Black)
Conductive filament Between metallization M.VV Power law (Rudra)
formation
Stress driven Metal traces S. T Eyring (Okabayashi)
diffusion voiding
Time-dependent Dielectric layers V. T Arrhenius (Fowler—Nordheim)
dielectric
breakdown

A, cyclic range: V, voltage: T, temperature; S, stress: V, gradient; M. moisture; J, current density: H, humidity.

‘AS‘ Confidential and Proprietary October 2022 ExleetEdge 4
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Table 1.3 Potential failure precursors for electronics [56].

Electronic subsystem Failure precursor

Switching power supply e Direct-current (DC) output

(voltage and current levels)

Ripple

Pulse width duty cycle

Efficiency

Feedback (voltage and current levels)
Leakage current

Radio frequency (RF) noise

l Failure Mechanisms

|

Dissipation factor

RF noise

Voltage standing wave ratio (VSWR)
Power dissipation

Leakage current

Figure 2-1 Classification of failure mechanisms. Interactions are also posstble and combinanions of conditions can lead to accelerated failure
RF power amplifier

L]
.
.
.
°
L]
Cables and connectors o Impedance changes
Y o Physical damage
o High-energy dielectric breakdown
: CMOSIC o Supply leakage current
Overstress Mechanisms Wearout Mechanisms B Sugglz curre!r;lt variation
N e Operating signature
o Current noise
w o Logic-level variations
Y _ : V. J 4 el Voltage-controlled oscillator e Output frequency
[ Thermo-mechanical l I Electrical l Chemical l Thermo-mechanical Electrical Shee e Power loss
[ T and Radiation I 1 Coidomntorl| e Efficiency
- Loigs Etle " Electromagnetic ] “Fatigue Crack Gate Oxide — . Phgse distortion
Deformation Interference - lonic Initiation Presbionn s . ’ . . « Nose .
- Yield Damage Contarinilon - Fatigue Crack Time Dependent - Interdiffusion Field effect transistor . Gau.: leakage current/resistance
- Buckling - Eleatrical Single Event Propagation Diclectric - Comosion o Drain-source leakage
: = ) < - Stress Corrosion i
- Brittle Fracture Overstress Upset - Creep '}“‘“"d‘“‘"_ Stress G o ) current/resistance
- Ductile Eracture - Gate Oxide - Soft Errox - Wear - Slow Trapping " [.)cndr.mc Growth Ceramic chip capacitor o Leakage current/resistance
- Interfacial Breakdown - Surface charge - Soft Eiror o Dissipation factor
De-adhesion Discharge - Spreading - Excessive Leakage o RF noise
- Second Haot electrons Currents General-purpose diode o Reverse leakage current
Breakdown - Hhillock Radiation Induced o Forward voltage drops
l(-'jwumiosn s Therval Breakdown o Thermal resistance
- Contact Spiking issipati
- Electromigration : I[;(l):‘:::)rii:sswanon
Electrolytic capacitor o Leakage current/resistance
L]
.
.
.
L]

Z=X: Guide for Managing Silicon Chip Reliability(Michael Pecht, etc)
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13,92% of ay :oéur:lmcrsu- arch online, (ThinkWithGoogle)
aj ox ar 1
2 2Ok B2

Q

92% Research Online
Ty Lo e e e
Car Buyer Dewemongy sphecs amd Preteremces

9 out of 10 car shoppers read reviews and perform online research online.

Size of the Global Connected Car Market between 2019 and 2028.

191.83

Searches for “autonomous driving” have increased 966% over the past 10 years.

$55,000
$50,000 -
$45,000

$40,000

$35,000 -
$30,000 -
$25,000
$20,000
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Personal Consumption of Auto Parts in US (Smillions)

April 2020: $36 billion, lowest
monthly number since 2012

Growth of the Automotive Parts Market.
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100 | Service Life = 10.0 yrs

95  Prob. of Fallure Goal = 10 %

@0

o Overall

Material Solder (C) | MaxTSF
| | | MaxaT! | Module
Combined
Risk Thermal
Cycling Solder
Fatigue ———
w Fallure Rate
= PTH Fatigue

TOP 150 68 - Random Vibe Fatig
o T e Solder Fabgue
o IR ) PTH Thermal
L e omr e W Cycling Fatigue

28
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/, A Constant Failure Rate
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" | Generic Actuarial MTBF Database
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Prognostic Candidates

Power and Cooling
Turbo Machine Life, Oil Heat
Condition, Oil Servicing Exchangers

and Filter Condition

Actuator Leakage
and Wear

Generator Oil Level
Hydraulic Filters,
Pump, and Hydraulic
Fluid Level

Engine

Battery

s . ‘ ‘ £
Generator =" :
and Filter o Mornr ’

/ _.; <
Landing Gear and % ' “n

Arresting Hook e

~ P
-

Mm

AP ACTUATON

Structure fatigue life

Rotary Actuator Wear

Landing Gear Strut
Pressure and Fluid Level

Nose Wheel Stability

LM JSF Team Program information

EX: F-35Joint Strike Fighter Autonomic Logistics and Prognostics & Health Management.
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Prognostics level

Failure site

Failure mode

Failure mechanism

Level O (chip and on—chip sites)

Die metallization

Short circuit

Electromigration

Breakdown

Electrical overstress (EOS).
electrostatic discharge (ESD)

Gate—oxide L Tune—dependent dielectric
Short circuit
breakdown (TDDB)
Change of leakage current | Hot carrier
Die Crack Crack initiation and propagation
Transistor Short circuit Contact migration

Level 1 (parts and components that
cannot be disassembled and
reassembled with the expectation
that the item would still work)

Between die and
molding compound

Delamination

Crack initiation and propagation

Bond

Bond lift. open circuit

Mechanical overstress

Open circuit

Corrosion

Encapsulant interface

Delamination

Corrosion

Capacitors

Short circuit

Dielectric breakdown

Level 2 (circuit board and
interconnects connecting the
components to the circuit card)

Solder joint

Open circuit

Thermal fatigue, vibration fatigue

Printed—through hole

Open circuit

Fatigue

Via

Short circuit

Electromigration

Printed circuit board

Metallization shorts

Conductive—filament formation

Loss of polymer strength

Glass transition

Lead pad Open circuit Corrosion
Trace Open circuit Corrosion
Level 3 (enclosure. chassis, drawer . . ) .
. D A Connection Open circut Mechanical wearout, corrosion
and connections for circuit cards)
Level 4 (entire electronic system) Connection Open circuit Mechanical wearout, corrosion
Level 5 (multi—electronic systems
and external connections between Connection Open circuit Mechanical wearout, corrosion

different systems)

Confidential and Proprietary October 2022 ExleetEdge
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Time A A A A
Fault First Correct Failure Failure
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£1: Performance Evaluation for Fleet-based and Unit-based Prognostic Methods
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PHM é‘,'% %17} IlE(Prognostic Distance)

Upper Threshold-
Nominal
Lower Threshold-}

Lower Failure Threshoid

PHM
System
Metric Observed Part or
A Subsystem
Failure
PHM System
Response ime
e 1 tR ‘E‘-
Upper Faflare Threshodd—t+— 12 —t-—emseeccce i L

Confidence

L -
I Limits
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r
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-7
~~~~
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o
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PHM System
Detection Time

=X: IEEEStd 1856™-2017
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ty Part or subsystem is placed into service

ty Partor subsystem exhibits off nominal behavior

tr Actual Time Part or subsystem fails

{p Time a PHM System detects an off-nominal condition
tp Time a PHM System makes a useable prediction

tR PHM System response time
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©
%

O— Prognostic Algorithm 1 (PA1)
®—4@® Prognostic Algorithm 2 (PA2)
Actual RUL

PD? Prognostics Distance of PA1

Estimated RUL

PD? Prognostics Distance of PA2

______ ! Allowable error bound

Time
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Standard Test Failure definition
Event detector Data logger
[PC-SM-785 | Temperature | The 1* event of resistance exceeding 1000 Q for lasting >1 us, followed by >9
(1992) cycling events within 10% of the number of cycles to initial failure
[PC-9701 Temperature | The 1* event of resistance exceeding 20% resistance increase 1n 5 consecutive
(2002) & cycling 1000 Q for lasting >1 us, followed by | readings
IPC-9701A >9 events within 10% of the cycles to
(2006) mnitial failure
JESD22- Drop test The 1* event of resistance > 1000 Q 1*" detection of resistance value of 100 Q if
B111 (2003) for a period of >1us, followed by 3 mitial resistance 1s <85 Q. or 20% increase
additional such events during 5 in resistance 1f nitial resistance 1s >85 Q.
subsequent drops. followed by 3 additional such events
during 5 subsequent drops.
[PC/JEDEC- Bend test 20% resistance increase. A lower or higher threshold may be more appropriate,
9702 (2004) depending upon test equipment capability and specific daisy-chain design scheme.

£%: A Study of Solder Joint Failure Criteria
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=M Early detection ofinterconnect degradation using RFimpedanceand SPRT
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ZX : Development of a Non-Invasive On-Chip Interconnect Health Sensing Method Based on Bit Error Rates
4 edge Confidential and Proprietary October 2022 ExleetEdge 20
E' I_EET www.exleetedge.com



I, MX}EX] PHM atquMurq
MXIEX] PHM 7|= H|

Robustness Capability

5= Early Capability Early Detection
Practicality Cost of (to Noise & of Cause N o N
HheH Detection Localization ‘ S UHETTE 2YSHY| {5
Stresses) Analysis AL xT|0| ZHK|SHe Lo
: : Toiol 0|y, ttedet S84
Time Domain
Reflectometry(TDR) Cost

YyS 75ts O E= HIE

o % ret
od i

o

RF Impedance

Capability of Localization

Digital Technique AlEO| Zto| gl /IX|& HotUi=

o

o

Robustness to Noise

Noise 24 =0 A LOtL} OHF A QI

S
Z2iE g gost=Xof thet Z2Hd

S-parameter
Pattern & Al

Edge Al

Capability of Cause Analysis

7=Io|-0| 1= 0_|O|O __I.I.I:ﬂ"'l.t 'SE_#'

- Great Good Bad

E,*LEE%? Confidential and Proprietary October 2022 ExleetEdge 21

www.exleetedge.com




V. QIZX| S MXIEX| PHM £5M EdgeAl

| Al-based Degradation Analysis |

Condition Monitoring | Machine Learning, Deep Learning
Sensors Feature Extraction
Data-analytics Anomaly Detection
Neural Net Diagnostics
Fusion
Prognostics
Reliability Remaining
. . ’ ----- s (RUL)
Life Consumption : Reliability Physics \I RP-based
Monitoring | (RP) Models : Damage
Usage sensors | b I Accumulation
Canaries Expected Future | Estimation
\ Use Conditions 4
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EdgeA|solder crack

Electronics S|2HC 20 e nE

+ Typical circuit boards contain thousands of solder joints, functioning at a high
homologous temperature under thermomechanical fatigue conditions.

« Studies indicate that at least 48% of electronics failures are likely due to
solder joint failure.

surface mount

connectors

Vibration/
Shock
Capacitor 20%

30% Temperature

Steady State

Contaminants and Cyclical

and Dusts 6%
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A Solder Joint Crack - Characteristic Impedance

Model Based on Transmission Line Theory |
Ziwei Liu Yufeng Sun |"
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Bethang University Beihang University \
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V. EdgeAl 28

What is the Cost of Failure?* T 2022.10.15

Tvpe of Business Lost Revenue per Hour

Retail Brokerages $6.450.,000

Credit Card Sales Authorization $2.600.00

Home Shopping Channels $113.750 KB51]
Catalog Sales Centers $90,000

Airline Reservation Centers $89.500

Cellular Service Activations $41.000

Package Shipping Services $28.250

Online Network Connect Fees $22.250

ATM Service Fees $14.500

Supermarkets $10.000
'Q7|30 o1Z4E! Hl0[E} CH2 At B2 g Ojaig)

P Pl ) 059/206 i =3 = O
*-1999 dollars

KBSE CHEtRIZ 2| 3E &5 AMH|AQLC 27| #at [7

CAlCR Center for Advanced Life Cycle Engineering 4 bpsood@calce.y.. ... ..z
301-405-34|7t7t2 MH| A Zof..off m|sl HELE? [9A] 2]/ KBS 20221015
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Unplanned downtime costs by sector

EM: MlAo]2)2021H6H B M
Cost of one hour’s unplanned plant downtime ($US)
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The cost of unplanned downtime in the automotive sector is more than $21,000 a
minute. This staggering figure stems from two factors. Firstly, its products are high
value and relatively low margin. Secondly, automotive plants are interconnected to
a great degree and in complex ways: downtime in a single area can stall production
across the plant when buffers are exhausted.
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